
www.attorneygeneral.gov 

O
F

F
IC

E
 O

F
 A

T
T

O
R

N
E

Y
 G

E
N

E
R

A
L

 

What Every Consumer Should Know About 
Identity Theft 



www.attorneygeneral.gov 

O
F

F
IC

E
 O

F
 A

T
T

O
R

N
E

Y
 G

E
N

E
R

A
L

 

What Every Consumer Should Know About 
Identity Theft 

What is Identity Theft ? 
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123-45-6789 

JOHN Q. PUBLIC 
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Of Consumers with 
breached debit cards are 
most likely to become a 

fraud victim 
Debit Card 
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Scope of the Problem  
 According to the FBI; Identity Theft costs 

America a lot more than you realize.  

 Funds terrorists 

 
 Tied to organized crime 

 Hurts the American economy  

 Contributes to stress 

 We all pay higher prices for goods 
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How Information is Obtained  
 

 Carelessness 
You allow yourself to be an easy target. 

 Trickery 
You fall for a scam. 

 
 

 Theft 
It’s stolen from you or from an other trusted source.  
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www.statista.com  



www.attorneygeneral.gov 

O
F

F
IC

E
 O

F
 A

T
T

O
R

N
E

Y
 G

E
N

E
R

A
L

 

What Every Consumer Should Know About 
Identity Theft 

Search Engine Land Article by Danny Sullivan 2012 
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TIME Article By Yue Wang March 25, 2013  



www.attorneygeneral.gov 

O
F

F
IC

E
 O

F
 A

T
T

O
R

N
E

Y
 G

E
N

E
R

A
L

 

What Every Consumer Should Know About 
Identity Theft 

Technical Devices 
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Watch out for “Skimmer” devices 
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Data Breach number of records accessed 

Gemalto's 2014 Breach Level Index  

http://www.gemalto.com/press/Pages/Gemalto-Releases-Findings-of-2014-Breach-Level-Index.aspx
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RFID & EMV CHIPS 
No Touch technology 
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RFID 
 RFID = Radio Frequency Identification 

Sends information by radio signal to reflect back 
data from the chip. 

 Criminals may deploy RFID readers in 
laptop cases to steal data. 

 Use RFID blocking  

   card sleeves, cases  

   or wallets. 
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NFC 
 NFC = Near Field Communication is a                 

short range communication signal                                                              
that lasts seconds and only travels inches.     

 50% of smartphones will have 
integrated NFC chips that basically turn 
your phone into a digital wallet 

 Your phone replaces                                                
all of those credit,                                                      
loyalty and gift cards. 
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EMV Chip (Europay, MasterCard and Visa) 

 EMV Chip is technology used to 
authenticate chip-card transactions. 

 Magnetic stripes on 
traditional credit and debit 
cards store unchanging data.  

 EMV card chip creates a 
unique onetime transaction 
code that cannot be reused.  

http://www.creditcards.com/glossary/term-magnetic-stripe.php
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EMV Migration Forum 2014 

http://www.emv-connection.com/wp-content/uploads/2014/12/Infographic–EMV-Chip-Cards-The-Future-of-Payments.jpg
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EMV Migration Forum 2014 

http://www.emv-connection.com/wp-content/uploads/2014/12/Infographic–EMV-Chip-Cards-The-Future-of-Payments.jpg
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EMV Migration Forum 2014 
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EMV Migration Forum 2014 
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Scams 
Phone ● US Mail ● Computer● Text Message 

 Charitable Contributions 

 Lottery/Sweepstakes Winner 

 Family Emergency/Financial Assistance 

 Credit Card/Bank Account Verification 

 Government Grants/Credit Repair Services 

 Nigerian 419 Scams 
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Scams 

 NEVER donate before you verify the charity 

 NEVER give out personal information 
 

  NEVER provide banking or credit card numbers 
 

  NEVER complete unsolicited surveys or pop-ups 
 

 

 NEVER trust the caller ID display 

 NEVER withdraw cash and “wire” it to a stranger 

 NEVER pay for taxes or fees from an advanced 
check in hopes of a larger payout later 
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Pre-Approved Applications 

1-888-5-OPT-OUT 
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Trickery On-line 

Phishing is a scam by e-mail sent to 
redirect you to a spoofed website  

Spoofing is a fraudulent reproduction  
of an official website. 

Con-artists hijack logos of well-known 
banks, online retailers and credit card 
companies  and convince recipients of a 
mass-distribution e-mail to respond.  
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Computer Scams 
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Use caution 
when posting 
resumes at 

on-line sites, 
scammers can 
make false job 
offers to steal 
your personal 
information. 
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 DO look for the lock    & ‘https’ on a secure site 

 

Computer Scams 

Cyber Crime On-line Do’s & Don’ts 

 

 DO create unusual passwords 

  DO have updated firewalls & security software 

 
 

 DON’T open e-mail from users you don’t know 

 
 DON’T complete forms / surveys on sites 

 
 DON’T follow links on sites you don’t know  

  DON’T provide personal information to anyone 
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Internet Crime Complaint Center (IC3) 

 

To file a complaint, go to: 

http://www.ic3.gov/complaint/default.aspx 

 

IC3 is co-sponsored by the FBI and the National 
White Collar Crime Center (NW3C).  
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Medical Identity Theft 

Your benefits are used for 

 Medical Procedures 

 Routine Health Care 

 Dental Work 

 Surgery 

 Drug & Alcohol Re-Hab 

Reasons for concern 

 Misdiagnosis 

 Services Denied / Cost 

 Drug interaction 

 Injury or Death 
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6 Steps to protect your identity 

 Keep Personal Data Private 

Javelin Strategy and Research  

 Opt-In to Two factor Authentication 

 Say NO to SSN  Authentication 

 
 Be Proactive and watch your data 

 Take breech of data seriously 

 If fraud is suspected, act quickly 
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Credit Cards Security 

 

Ask your financial institution about photo 
identification options and virtual account 

numbers to use on-line. 

STATE BANK & TRUST 

PLATINUM CHARGE CARD 
Select Customer privileges apply 
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My Social Security # 
457-55-5462 

Todd Davis   Owner of LIFELOCK 

2008 FTC Levied Fines of $12m 

Deceptive business practices & 
failed to secure data 

Owner’s information hacked 
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Security Boxes 

Locking Mail Boxes 

Cross-Cut Shredders 
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 www.annualcreditreport.com 
 

 Toll Free 1-877-322-8228 
 

 Annual Credit Report Request Service 

 P.O. Box 105283 

 Atlanta, GA  

 30348-5283 

Annual Credit Report 
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If you are a victim 

 Contact Police 

EQUIFAX  1-800-525-6285 

   EXPERIAN  1-888-397-3742 

              TRANS UNION  1-800-680-7289 

 
 Immediately Close All Accounts 

 Open New Accounts with Different PIN 

 Contact OAG , Report to FTC & Social Security 

 Start a secure file of all correspondences 

 Contact the 3 major credit bureaus and place a “Fraud Alert” 
on your report 
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Identity Theft Protecting yourself 
 Remember                         

’S-E-C-U-R-E’                              
to avoid                          

Identity Theft. 

- shred all unsolicited offers and 
unwanted personal documents. 

- examine your monthly statements 
for questionable charges. 

- call “1-888-5-OPT-OUT” to stop 
pre-approved credit offers. 

- use complex and unusual  PIN & 

passwords.  

- request a copy of your free Annual 
Credit Report, every 4 months. 

- ensure your personal information           
& social security number are safe. 


